
P
re

d
ec

es
so

rs
P

re
d

ec
es

so
rs

In
fo

rm
at

io
n

 
Se

cu
ri

ty
 In

ci
d

e
n

t 

Su
p

p
o

rt

In
fo

rm
at

io
n

 
Se

cu
ri

ty
 In

ci
d

e
n

t 

Su
p

p
o

rt

In
fo

rm
at

io
n

 
Se

cu
ri

ty
 In

ci
d

e
n

t 
M

an
ag

e
m

e
n

t

In
fo

rm
at

io
n

 
Se

cu
ri

ty
 In

ci
d

e
n

t 
M

an
ag

e
m

e
n

t
D

at
a

D
at

a
In

te
r/

In
tr

a 
P

ro
ce

ss
In

te
r/

In
tr

a 
P

ro
ce

ss

ISI 4.0 Follow-UpProcess: Incident Management
Activity: Information Security Incident (4/4)

ISI 3.7
Closure of 

ISI

START

ISI 4.2
Determine 

Business Impact

Updated 
Root Cause 

Analysis

ISI 4.1
Perform 

Root Cause Analysis

Post-ISI 
Report
Post-ISI 
Report

ISI 4.3
Review 

Recovery Actions

END

IT Forensic

ISI 4.4
Perform Forensic 

Investigations if Required

ISI 4.5
Examine Exisiting 
Security Controls

CMDB

ISI 4.6
Update Security Controls 

if Necessary

ISI 4.7
Document 
ISI Details

ISI 4.8
Report to Business

ISI 4.9
Notify 

Relevant Authorities

Dertermine no. Of 
affected customers

Dertermine no. Of 
affected 

transactions

BIA

Determine duration 
of ISI including 

downtime of service

Determine loss of 
CIA

Determine finanical 
loff for SÜDVERS 

(absolute and 
relative figures)
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